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Executive Summary

Introduction

On June 2, 2009, the Board of Supervisors (Board) approved the scope of work for the
Performance Audit of the County Executive Office/Office of Information Technology
(CEO/IT). To successfully manage the audit and ensure more frequent receipt of
information, the Board divided the audit into five tasks:

Task I: Document and Verify Current IT Resource Allocations

Task II: Review CEO/IT Proposed Business Model (IT Strategic Plan)
Task III: Review CEO/IT Operational Readiness

Task IV: Review CEO/IT Performance Measurement

Task V: Evaluate CEO/IT Communications

The Task I and II reports have been completed by the Office of the Performance Audit
Director (Office) and submitted via the public agenda to the Board. This report
combines Tasks III - V into one final document.

Preface

Over the past nine months, the Office and its IT consultant (AEF Systems Consulting,
Inc.) have comprehensively examined the operations and activities of CEO/IT. In our
tirst report (Task I), the primary conclusion of the audit was that IT at the County of
Orange is a significant budgetary expense (including considerable sole source contracts)
that requires increased scrutiny and a more robust framework for tracking and
reporting costs. In our second report (Task II), the primary conclusion was that the IT
Strategic Plan developed by CEO/IT for the County of Orange does not achieve its
intended purpose of serving as an actionable roadmap for Countywide IT operations
and investments over the next five years.

In this report (Tasks III - V), there are two primary conclusions:

1. The IT infrastructure services that are most valued by agencies/departments (e.g.,
network, security, telephone) are generally well provided by CEO/IT. This is
quite an accomplishment in an organization with the size and complexity of
Orange County, and it is a testament to the skill and work ethic of many CEO/IT
employees.
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2. There remain, however, many critical opportunities for improvement within
CEO/IT. Given the scale of these challenges, meaningful progress cannot be
made without a strong commitment from CEO/IT leadership to adjust its
approaches to Countywide IT strategic planning, IT project/portfolio
management, performance measurement, and external/internal communications.

These conclusions are based on the audit team’s comprehensive review of CEO/IT
documents, financial information, research of industry best practices, a customer survey
of agency/department executives and IT managers, and a body of consistent testimonial
evidence from 83 interviews with agency/department executives, agency/department IT
managers, Board of Supervisors” staff, and CEO/IT and CEO staff at all levels of the
organization. As such, this audit report is a compilation of direct observations, factual
documentation, and informed opinions of the County’s business and IT technical
leaders (both within CEO/IT and agencies/departments) about the management and
performance of CEO/IT.

Background

A consideration of past events is vital to understanding the present condition of
CEO/IT. In many ways, the current County IT environment has evolved as a reaction to
the actions of the previous County Information Officer (CIO), as confirmed during
numerous interviews with County executives. The previous CIO attempted, against the
collective desire of agencies/departments, to further centralize control of Countywide IT
operations under CEO/IT. As a result of this approach and other issues, a change in
leadership was made. Thus, at the time the current CIO was hired in February 2006, the
majority of agencies/departments made it clear that they preferred the continuation of a
decentralized County IT system. In response, the CIO has maintained a decentralized
system and revamped the Countywide IT Governance structure in an effort to increase
agency/department participation. The success of these endeavors and other operational
aspects of CEO/IT are addressed within this audit report.

Summary Findings

CEO/IT Strengths:

Overall, in light of CEO/IT’s commitment to retain a largely decentralized IT model (i.e.,
Federated model), many agencies/departments view the current CEO/IT organization as
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an improvement over the past. A sample of specific positive features of CEO/IT that
were identified throughout the course of this audit is listed below:

M Several IT staff and managers within CEO/IT (including its contractors) have
earned praiseworthy reputations for their responsiveness to customer issues and
for their work to improve technical operations.

M Many technical CEO/IT staff members (primarily contract employees) have
worked in the County’s IT environment for many years. These individuals
understand the history and intricacies of County IT systems and have stable
working relationships with agency/department IT staff.

M Data Center operations have enabled the County to provide a well-functioning IT
infrastructure. Specific examples of accomplishments include: the implementation
of a rigorous planning process for infrastructure-related projects, the enhancement
of data storage capacity, and the upgrade and further securing of the Wide Area
Network. (pages 37-39)

M CEO/IT has established an IT Project Review Board which includes CEO/IT,
CEO/Budget, and agency/department IT managers that reviews annual budget
requests for IT projects costing more than $150K. (page 24)

M CEO/IT has coordinated the provision of IT Project Management training for
hundreds of County IT professionals. (pages 25)

M The billing of agencies/departments for services provided by CEO/IT has
improved over the past few years, with greater detail available and more precise
tracking of services rendered. (page 50)

Areas for CEO/IT Improvement:

Notwithstanding these accomplishments, CEO/IT customers and stakeholders (County
agencies/departments, Board of Supervisors) have several significant concerns. All of
these issues have been thoroughly validated by interviews, survey responses, and the
audit team’s research of internal operations. The following bullet points represent the
most significant improvement opportunities identified, though there are many others
contained in the body of this report.
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Areas for Improvement

M Long-standing strategic deficiencies have not been sufficiently addressed by
CEO/IT, the more significant of which include: clarifying CEO/IT roles and
responsibilities relative to agency/department IT operations, understanding
agency/department business and technology issues, and oversight of Countywide
IT spending. (pages 8-11, 16-18)

M CEO/IT has not prioritized its spending based on customer values/needs. CEO/IT
has spent millions of dollars ($1.1M of ISF 289 Retained Earnings in FY 08/09;
$1.3M projected in FY 09/10 and $1.4M projected in FY 10/11) of
agency/department money to pursue projects that agencies/departments view as
lower priority (e.g., eGov, Single Sign-On) at the expense of core infrastructure
needs and services (e.g., network security, telephone services), which
agencies/departments view as higher priority. (pages 44-45, 52)

M There are problematic levels of disclosure in how CEO/IT allocates, spends and
reports spending in Internal Service Fund (ISF) 289 and General Fund Agency 038
(Data Systems Development Projects). This includes: (1) funding the operations
and maintenance of non-infrastructure initiatives and projects out of ISF 289
Retained Earnings without informing agencies/departments, (2) including cost
elements in the administrative overhead of ISF 289 without adequately informing
agencies/departments (e.g., Clarity project, the FY 10/11 proposed movement of the
CEO/IT Project Management Office from Agency 017 to ISF 289), and (3)
reallocating money between IT projects without notifying the Board. (pages 43-46,
50-55)

M CEO/IT has established an unworkable number (14) of discrete, specialized
organizational units based upon the inappropriate application of the “Centers of
Excellence” concept. This has resulted in staff confusion over responsibilities, set
unreasonable expectations for attaining operational excellence in all 14
organizational units and made it difficult to accomplish organizational goals and
objectives. (pages 11-14)

M Many high-profile CEO/IT-driven projects have faced implementation challenges
due to a variety of issues. Examples include: eGovernment ($5.8M), Clarity
($643K), OCid ($286K), and 3-1-1 Customer Service Center ($450K). Furthermore,
CEO/IT did not first establish adequate management processes to prepare its
organization to take on these and other initiatives. (pages 26-34)
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M The IT Governance structure was established for the purpose of ensuring
agency/department participation in important funding decisions and Countywide
IT initiatives/projects. However, the governance system as a whole is struggling
due to (1) CEO/IT’s decision to wholly or partially bypass the Governance structure
on several important IT issues and funding decisions (e.g., initial Sourcing efforts,
use of ISF 289 money), (2) an infrequent meeting schedule for County executives,
(3) inconsistent attendance, (4) an inefficient number of groups (which includes
separate governance structures for some major IT initiatives/projects), and (5) a
confusing line of authority and flow of information up the decision making chain.
(pages 18-21)

M Verbal communications from CEO/IT to the Board tend to be unnecessarily
technical, heavy on jargon, and unsuccessful in informing the audience. In
addition, several forms of written communication (e.g., Agenda Staff Reports, IT
Quarterly Reports, memoranda) have failed to provide sufficient and/or accurate
information to allow the Board to make informed decisions. (pages 66-71)

M Based on multiple interviews and observations, there are several opportunities to
improve internal communications within CEO/IT. A prime example is the CIO’s
decision not to provide the County Technology Officer (one of his two direct
reports) with a copy of the preliminary draft of this audit report for review prior to
the factual review meeting. Another example cited by many CEO/IT staff is their
reluctance to offer differing viewpoints from those of the CIO. (pages 71-73)

M As the central organization for Countywide IT efforts, CEO/IT should be
establishing performance measurement standards, templates, and targets for
agencies/departments and gathering data on the performance of Countywide IT; to
date, CEO/IT has not made substantive progress in this area. (pages 56-57)

M CEO/IT does not have sufficient metrics in place to measure its own performance in
many areas. For example, CEO/IT does not measure IT project performance
beyond schedule and budget metrics, and there is minimal or no tracking of actual
staff resource hours against planned allocations. (pages 48-49, 58-61)

M CEO/IT and its primary contractor (ACS) have not conducted ACS performance
surveys as required by the contract since FY 06/07. Consequently, for over two
years, ACS went without a performance incentive bonus/penalty; CEO/IT went
without a quantitative measure of its primary contractor’s performance; and the
Board of Supervisors has been without a formal performance assessment of the
County’s largest IT contractor. (pages 63-65)
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Collectively, the aforementioned deficiencies have had a significant negative impact on
the management of a major County cost center. Positive progress in addressing these
deficiencies can only be achieved if there is a clear acknowledgement of their existence
on the part of the CEO and CEO/IT leadership.

Summary Recommendations

The audit team has provided the following key recommendations to address Tasks III —
V findings.

1.

Establish  specific roles and responsibilities for CEO/IT  vis-a-vis
agencies/departments; begin by confirming Board and agency/department
expectations. It would be most efficient for CEO/IT to resolve this issue prior to the
release of the IT Sourcing RFP (Note: this was also a recommendation in the Task II
audit report).

Streamline the existing organizational structure, and identify a small number of
topical (not organizational) areas that can be developed as “Centers of Excellence”
(e.g. Project Management).

Simplify the IT Governance structure by consolidating groups, ensuring that
Countywide IT issues/initiatives/projects (and the associated business case analyses)
are thoroughly vetted, understood, and have broad stakeholder buy-in before they
are implemented.

Focus CEO/IT resources on core, mission-critical infrastructure services for
agency/department customers before pursuing other less essential initiatives.

Develop a policy for the use of ISF 289 Retained Earnings; include, as a requirement,
the disclosure to and approval of a majority of agencies/departments leadership via
the IT Governance structure.

Improve the planning stages for IT projects by ensuring that all proposed solutions
undergo a rigorous business case analysis, which includes a discussion of how the
solution addresses a compelling and necessary agency/department business need
and establishes clear project outcomes.

Develop meaningful key performance metrics and reporting mechanisms that track
and evaluate important decision-making information to the Board, the public, and
County executives.
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8. Improve communications with the Board of Supervisors and agencies/departments
by ensuring that all documents/presentations are complete, accurate, timely, and
clearly articulated for a non-technical audience. In addition, all stakeholders need to
be brought into the discussion as early as possible for IT projects/initiatives that
have significant operational and cost implications.

The audit team would like to thank County agency/department staff for their
cooperation and candor during this performance audit. We would also like to express
our appreciation to CEO/IT staff members who spent many hours collecting
information and documentation to assist in the successful completion of this lengthy
audit.

vii
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Introduction

Board Chair Bates and Vice-Chair Nguyen, in response to the Board of Supervisors’
(Board) postponement of the approval of the Countywide Information Technology
Strategic Plan in March 2009, requested that the Office of the Performance Audit
Director (Office) audit the efforts and activities of the County Executive Office/Office of
Information Technology (CEO/IT) and the former Information Technology Working
Group. On June 2, 2009, the Board approved the scope of work for the Performance
Audit of CEO/IT.

The specific goals of the Performance Audit are to:

1.

Ensure that a major Countywide expense category (i.e., information technology) is
efficiently and effectively managed, especially in the current fiscal climate.

Ensure that CEO/IT has an information technology business model that provides
clarity to the Board and agencies/departments in long term information technology
planning efforts and in daily information technology decision making. Identify
successful governmental information technology business models and practices.
Clearly define the areas of responsibility and authority assigned to CEO/IT.

Identify opportunities to improve CEO/IT’s management of information technology
operations and projects.

Provide recommendations to improve CEO/IT communication to the Board, County
agencies/departments, and the public.

In order to effectively manage the significant scope of work for this performance audit,
the Board approved the following phased approach:

Q TaskI: Document and Verify Current IT Resource Allocations
U Task II: Review CEO/IT Proposed Business Model (IT Strategic Plan)

Q Task III: Review CEO/IT Operational Readiness
O TaskIV: Review CEO/IT Performance Measurement
O Task V: Evaluate CEO/IT Communications

Given the operational overlap between several of the topics covered in Tasks III -V, the

audit team chose to combine these final three Tasks into one report.

Final Report
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Scope and Objectives

This report addresses the following activities and questions, as approved by the Board
of Supervisors:

Task III: Review CEO/IT Operational Readiness

O Does the current CEO/IT organizational structure support or detract from
accomplishing the Information Technology Strategic Plan and Countywide mission
and goals?

Q Are established CEO/IT processes and procedures and CEO/IT’s staff knowledge of
agency/department business processes adequate to: (1) influence or control
agency/department information technology expenditures, (2) assist with project
management and implementation, and (3) ensure that project reviews are done in a
timely manner?

Q Is there a formal process in place for assessing risk on a project-by-project basis?

Task IV: Review of CEO/IT Performance Measurement

O Are there sufficient metrics and monitoring procedures in place to track actual
versus expected performance of CEO/IT contributing to: (1) Countywide
information technology productivity, (2) efficiency of agency/department
operations, and (3) effectiveness of agency/department operations?

Q Is there an effective process in place for post-implementation reviews to: (1) validate
expected costs and benefits of information technology projects and (2) document
and disseminate lessons learned?

QO Is there an effective process in place to assess the practices and procedures used by
CEO/IT to monitor and report on contractor performance (e.g., ACS)?

Q Does CEO/IT have a process for continual benchmarking against organizations in
the public and private sectors with respect to cost, speed, productivity, and quality

of outputs/outcomes?

O What is the role and performance history of CEO/IT in large information technology
projects with Countywide implications (e.g., CAPS+, ATS)?
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Q What is CEO/IT’s process for determining the need for sole source
contracts/agreements vs. competitively bid services?

Q Does CEO/IT have a process that involves the County Financial Officer, or other
corporate official, to develop and maintain full and accurate accounting of

information technology-related expenditures and results?

Task V: Evaluate CEQ/IT Communications

O Review all processes for communicating the information listed above to the Board,
County agencies/departments, and the public.

Q Does CEO/IT have a separate annual report that describes progress in achieving its
goals? If so, does it provide the depth of information preferred by the Board?

Audit Methodology

This audit report is organized around the Tasks III — V subject matter areas: CEO/IT
Operational  Readiness, CEO/IT Performance Measurement, and CEO/IT
Communications. Each subject area is further parsed in order to answer the
aforementioned questions posed by the Board of Supervisors.

The audit team, with the assistance of its IT consultant, AEF Systems Consulting, Inc.,
performed the following audit activities:

1. Revisited the working documents of the Task I and II performance audit reports
(e.g., financial and staffing data sets, Countywide IT Strategic Plan).

2. Conducted comprehensive IT research, including but not limited to,
organizational structure, performance metrics, management processes, project
management, and industry best practices. (see Appendix E)

3. Distributed an online Customer Survey to County agency/department executives
and IT managers to measure the quality of CEO/IT performance in Task III -V
areas. (see Appendix A)
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4. Interviewed CEO/IT management staff, the County Executive Officer and Chief
Information Officer, staff from each Board of Supervisors Office, former CEO/IT
management employees, and executive and IT staff from 22 County
agencies/departments. In total, 83 interviews were conducted.

5. Conducted detailed review of CEO/IT documents including: Operating Plan,
project  planning  documents,  project = management methodology,
consultant/vendor contracts, policies and procedures, IT Governance charters
and minutes, strategic planning documents, Resource Plans, internal CEO/IT
analyses and consultant reports, annual budget and actual expense data, and IT
Agenda Staff Reports.

Background Information

Technology and the business of local government are inseparable. At the County of
Orange, in order to meet the public service requirements of its 3.1 million citizens, every
agency/department utilizes technological resources during the course of its day-to-day
operations. To illustrate, consider these examples:

e The Social Services Agency, Probation Department, District Attorney, Health
Care Agency, and Sheriff-Coroner Department all have electronic case
management files.

e The Assessor’s Department stores its property value assessment and subsequent
property tax billing information electronically.

e The County Clerk records the exchange of real property in the County and
maintains vital personal information such as birth, marriage, and death records

electronically.

e The Orange County Waste & Recycling department tracks every ton of trash
disposed in the County’s landfills electronically.

e The Orange County Library system maintains and provides its citizens an
electronic catalogue of media and resources.

e The OC Public Works Department electronically tracks road conditions and
traffic signal operations for 321 miles of Orange County’s roadways.
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e The Auditor-Controller electronically records information pertaining to the
receipt and dispersal of monies.

e The Clerk of the Board of Supervisors electronically prepares the Board’s public
agenda and maintains a historical record of all Board decisions.

e The Registrar of Voters electronically records, processes, and presents the results
of the votes cast by Orange County citizens during elections.

To understand the current IT environment at the County of Orange, it is vital to first
consider past technology and leadership events.

In the 1990s, IT systems environments transitioned from centralized mainframe
computing to dispersed client servers and open systems. As a result, most County
agencies/departments became increasingly autonomous, gaining control over their own
local area networks, help desk operations, and server maintenance staff. For some
common Enterprise (Countywide) IT functions, however, it continued to make sense to
provide some services via the County’s central IT organization (CEO/IT) — services
such as a wide-area network, the management of the remaining mainframe computers
and servers, and the provision of first-line network security for the County. In addition,
CEO/IT also continues to provide services to smaller agencies/departments that do not
have their own IT operations. This balance of centralization/decentralization at the
County of Orange is referred to as a “Federated model.” Though there are inherent
economic inefficiencies from decentralizing IT operations, from an operational
perspective, the ability for agencies/departments to control their own resources and
maintain closer linkages between business needs and technology decisions has
sustained the County’s adherence to the Federated model.

Given the pervasive use and average annual cost (~$150 million) of technology services
in the sixth largest County in the United States, the Board has made the monitoring and
evaluation of County IT operations a priority. Some of the actions taken by the Board
to improve IT management at the County include:

e In June 2005, following the controversial purchase of a $6 million computer
mainframe and increased concerns from agencies/departments regarding the
lack of transparency in IT service rates, the Board created the “Information
Technology Working Group (ITWG),” as an oversight body. Two Board Offices
were voting members of and actively participated in the ITWG for the past five
years.
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e The County Executive Office, in response to a Board request, instituted an IT
quarterly reporting process (May 2005) and an IT cost study (November 2005) to
provide the Board with additional insight into IT operations at the County.

e In March 2009, the Board postponed the approval of the IT Strategic Plan and
subsequently authorized the Office to conduct a performance audit of CEO/IT
activities and operations.

There have also been several changes in CEO/IT leadership, with four County
Information Officers (CIOs) over the past ten years. At the time the current CIO was
hired in February 2006, there were numerous identified concerns to be addressed:

e Unclear roles and responsibilities for CEO/IT vis-a-vis agencies/departments, as
well as the lack of discussion regarding the appropriate balance between IT
centralization/decentralization

e Poor communication between CEO/IT and agency/department IT operations and
the resulting lack of trust

e Lack of billing transparency from CEO/IT to agencies/departments
e Lack of CEO/IT knowledge of agency/department IT operations

e Lack of sufficient planning for major IT initiatives

e Lack of active contract management for CEO/IT vendors

In many ways, the current County IT environment has evolved in reaction to these
issues and the actions of the previous CIO, as confirmed during interviews with County
executives. The previous CIO attempted, against the collective desire of
agencies/departments, to further centralize control over Countywide IT operations
under CEO/IT. As a result of this approach and other issues, a change in leadership
was made. Thus, at the time the current CIO was hired, the majority of
agencies/departments made it clear that they preferred the continuation of the
decentralized County IT system. In response, the CIO has maintained a decentralized
system and revamped the Countywide IT Governance structure in an effort to increase
agency/department participation. The success of these endeavors and other operational
aspects of CEO/IT are addressed within this audit report.

1 Identified in CEO/IT strategic and organizational planning documents (2006) and numerous audit interviews

Final Report
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Findings and Recommendations

Task III: Review CEQ/IT Operational Readiness

The audit team’s review of CEO/IT’s operational readiness includes (A) an evaluation of
its roles and responsibilities relative to those of agencies/departments, (B) the
efficiency/effectiveness of CEO/IT’s organizational structure, and (C) its formal
management processes and procedures.

A. Roles and Responsibilities

The discussion of CEO/IT roles and responsibilities includes an examination of the
Countywide IT system and CEO/IT’s understanding of customer IT business needs and
issues.

Decentralization and the Federated Model

As previously noted, the County of Orange manages its IT operations under a
“Federated” model. In a Federated system, agencies/departments retain autonomy over
program-specific IT processes, applications, and systems. CEO/IT’s overall role in the
current Orange County system is to provide leadership in Countywide strategic IT
initiatives and shared IT services. This leadership should be provided in the context of
a formal governance structure, which includes agencies/departments as participating
stakeholders.

The specific roles and responsibilities of CEO/IT (e.g., IT oversight,
performance management, identification of consolidation

opportunities) vis-a-vis agency/department IT operations continue to be
vaguely defined.

The lack of clearly defined roles and responsibilities for CEO/IT has been a source of
concern for several years. The following examples illustrate this consistent challenge:

e An August 2005 report by CEO consultant, Performance Management Partners,
stated that the role of CEO/IT in the evolving technology environment is a
strategic issue that should be addressed.
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At a CEO/IT management offsite meeting in November 2005, the “lack of a clear
definition of CEO/IT roles and responsibilities” was identified as a significant
issue hampering Countywide IT operations.

In a series of interviews with agencies/departments conducted by CEO/IT and its
consultant between June and July 2006, one of the “Major Concerns with
CEO/IT” was the need for better clarity regarding the role of CEO/IT.

In October 2007, a consultant hired by CEO/IT conducted a series of interviews to
analyze CEO/IT business processes. In these interviews, one of the “Top Agency
Complaints” identified was a “Lack of understanding of CEO/IT role (perceived
role not aligned with what the agencies need from CEO/IT).”

More recent assessments of this problem indicate that little or no progress has been
made in rectifying this concern. For example:

Clearly defined CEO/IT roles (e.g., IT oversight, performance management,
identification of consolidation opportunities) vis-a-vis agencies/departments are
not delineated in the Countywide IT Strategic Plan or the CEO/IT Operational
Plan.

In a majority of interviews with agency/department executives and IT managers
(conducted as part of this Tasks III-V audit between February 2010 and April
2010), the lack of clearly defined roles between CEO/IT and agency/department
IT staff was an issue that was consistently cited as problematic.

Several members of the CEO/IT management team indicated that it is critical to
resolve this long-standing issue, which has constrained progress in Countywide
IT service delivery for many years.

In the survey instrument utilized in the Task II audit report, when
agency/department respondents were asked, “How would you rate the clarity of
the [IT Strategic] Plan regarding the roles and responsibilities of CEO/IT
compared to the IT functions of agencies/departments,” the average score was
2.7 out of 5, with 1 being ‘Very Unclear’ and 5 being ‘Very Clear.” This Strategic
Plan was created during 2007 and 2008.

Final Report
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Recommendation 1: Implement Task II audit report recommendation #5: “Working
with County agencies/departments, define roles and responsibilities for CEO/IT and
agency/department IT operations, seek approval of these roles from the Board of
Supervisors, and clearly communicate these roles to all IT stakeholders.” It would be
most efficient for CEO/IT to resolve this issue prior to the release of the IT Sourcing
RFP.

CEO/IT Knowledge of Agency/Department IT Operations
Before an organization defines its roles and responsibilities, it is important to first
understand customer needs and issues. In CEO/IT’s case, its primary customers are

agencies/departments.

Finding 2: CEO/IT’s knowledge of agencies’/departments’ IT business issues and

activities continues to require improvement.

CEO/IT’s understanding of Countywide IT business activities is important for at least
two reasons: (1) the Board expects CEO/IT to have specific knowledge of Countywide
IT activities so it can provide expert advice on Agenda Staff Report items and annual
budget requests, and (2) so that expensive Enterprise IT initiatives/projects pursued by
CEO/IT are of practical value to agencies/departments.

Unfortunately, CEO/IT’s understanding of agency/department operations has been a
long-standing concern. Some smaller agencies/departments do not view CEO/IT as
understanding, or having the desire to understand, its business needs. This is in
contrast to some agencies/departments with major IT initiatives, who generally perceive
CEO/IT as having adequate knowledge of their business needs. The Customer Survey
conducted as part of this audit confirms these average results, as shown on the
following page.
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Please rate CEQ/IT's overall knowledge of your
agency/department operations and business needs

35%

30% 29% 29%
o

S50, 24%
(1]
20%
15%
10% .
10% 8%
0%

Poor Improvement Average Good Excellent
Needed

At one point, CEO/IT designated a Customer Representative to focus on understanding
each agency’s/department’s business and IT needs, but due to budget constraints, this
position is no longer active.

Recommendation 2: As the County’s central IT organization, CEO/IT should
undertake a focused effort to (1) clarify that agencies/departments are CEO/IT’s
primary customers throughout its organizational documents, and (2)
comprehensively identify and analyze agency/department business needs and IT
operations.

B. Organizational Structure

Organizational structure is the division of staff into groups and reporting relationships
for the purpose of effectively and efficiently accomplishing an entity’s mission. The
organizational structure should fit the task environment, which includes an
organization’s resources, goals and objectives, workloads, and constraints.

The core functions of IT departments are typically divided into two discrete sections
which require different skill sets: Infrastructure and Applications.

e Infrastructure is the physical platform for electronic information handling—
hardware, networks, and the “operating system” software that enables this
equipment to perform elemental functions such as storing data, doing arithmetic,
backing up files, etc. Infrastructure also includes general security mechanisms
such as anti-virus and intrusion protection.
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e Applications define the particular pieces of information to be created and used,
and the particular forms, transactions, workflows, and business rules for
processing that information. The application function also includes software
tools for the general user (email, word processing, spreadsheets, etc.), as well as
tools for programmers to develop custom applications to meet business
requirements.

CEO/IT Structure

The organization structure for CEO/IT is depicted below.

Deputy CEO and Chief

Information Officer (CIO)

———— ke

| Publishing | Chief Technology
Assistant CIO . :
| (not in scope) | Officer (CTO)
—er e e e e - - -l
| | | ]
Sourcing & Finance Project Management Business Information Enterprise Infrastructure
g Office (PMO) Services (BIS) Services
. Portfolio ITS.trateglc . Security & Business L . Customer & Agency
— ITFinance — Management Consulting, Planning Continuity Plannin —1 Application Services Support
& Architecture ¥ g
Solutions Project Information
Data Center
— IT Contracts — Management & — Resource X
K . Operations
Business Analysis Management
|| ITProcess & Quality Network & Platform
Assurance Services
Security & Business
Continuity
Operations
Center of Excellence (CoE)

Telephone Services

The bulk of CEO/IT’s resources (both staffing and budget) are located in the

Infrastructure functions managed by the Chief Technology Officer (CTO).

These
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functions are the core services for Countywide IT and they include the operations and
maintenance of a mainframe, servers, a wide-area network, and a telephone system.
Infrastructure activities are funded out of Internal Service Fund (ISF) 289.

The Application function is primarily the responsibility of County
agencies/departments that use particular applications, although CEO/IT has taken on
some projects that entail developing and maintaining applications with Countywide
implications (e.g., eGov, OCid). Application project management and support services
are dispersed among several sections of CEO/IT, with some applications project
management staff reporting to the Project Management Office (PMO) Manager and
some applications project management and support staff reporting to the CTO.

Arrangement of Organizational Units

Finding 3: CEO/IT has improperly used the “Centers of Excellence” (CoE) concept

to establish an unworkable number (14) of discrete, specialized
organizational units.

As identified on the organizational chart on the previous page, CEO/IT calls its key
organizational units “Centers of Excellence” (CoE). A CoE is commonly defined as a
cross-functional body that brings together a group of people to focus on a single process
area, business activity, or capability?>. A CoE is typically an overlay to an organization
which can be formal or informal, but should not be substituted for, or made
synonymous with, organizational units, as CEO/IT has done. In CEO/IT’s case, they
have identified 14 CoE which constitute its organizational structure. While the stated
intent of this approach was to develop specialists in each of the 14 CoE, it has resulted
in a fragmented organizational structure with several inefficiencies:

e For an organization the size of CEO/IT (200 FTEs and shrinking), developing 14
“Centers of Excellence” promotes an unrealistic goal that operational excellence
can be developed in all 14 distinct areas, with its current staffing contingent.

e Planning and Security functions are dispersed among multiple organizational
units. There are three separate organizational units for Planning activities: IT
Strategic Consulting, Planning & Architecture; IT Process & Quality Assurance;
and Strategic & Business Continuity. Likewise, there are two separate

2 8 Reasons to Consider a Center of Excellence, Digital Landfill, March 2010; Establishing a Center of Excellence; Jonathan G. Geiger;
Information Management Magazine, August 2006.
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organizational units for Security: Security & Business Continuity Planning and
Security & Business Continuity Operations.

e Two CoE have no staff assigned to them (IT Strategic Consulting, Planning &
Architecture and IT Process & Quality Assurance)

e CEO/IT has applied an inconsistent method for identifying CoE within its
structure. For example, as shown in the organizational chart, some CoE are
actually subcomponents of other broader CoE.

e In order to achieve coordination among 14 operational units, each composed of
specialists, a greater number of staff must be involved to address issues or
plan/execute projects.  Agencies/departments have criticized this practice,
stating: “When we call a meeting, ten CEO/IT staff members attend and we get
charged for it.”

Recommendation 3: (a) Streamline the existing organizational structure, and (b)
identify a small number of topical (not organizational) areas that can be developed as
“Centers of Excellence” (e.g., Project Management, Vendor Management).

Finding 4: The individual fulfilling the role of Chief Information Security Officer
(CISO) reports to the CIO for security-related activities and to the Chief

Technology Officer (CTO) for technical project work; this situation has
the potential for conflicts of interest.

An organization’s CISO is typically a senior level manager or executive responsible for
establishing and maintaining the enterprise strategy to ensure information assets are
adequately protected. The CISO (1) works with staff to identify, develop, and
implement processes across the organization that reduce information technology (IT)
risks, and (2) establishes appropriate standards and controls. The CISO is also typically
responsible for security compliance. According to a 2009 Gartner research publication,
the role of the CISO is becoming “increasingly more strategic, with relatively less day-
to-day responsibility for operational tasks, and a commensurately larger responsibility
for enterprise coordination of security management activities, and promulgation of the
IT risk management agenda3.”

3 Top-Five Issues and Research Agenda, 2009-2010: The Chief Information Security Officer; Gartner; 26 March 2009.
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Over the past decade, there has been much industry discussion regarding the
appropriate organizational level/location of a CISO. The appropriate choice depends
upon many factors such as an organization’s size, level of external connectivity, the type
of confidential information stored, and its dependence on information technology.
Some experts believe that the CISO should be at the same level as the Chief Information
Officer (CIO). In some organizations that have chosen this structure, CISO reporting
varies from reporting directly to the CEQ, the CFO, the Risk Management Office, or the
Internal Audit Department.

At the County of Orange, from May 2009 to April 2010, the CTO had oversight over
projects that were under the CISO; however, the CISO continued to report to the CIO in
matters of information security. This dual reporting relationship has the potential to
influence the CISO in security matters. In April 2010, CISO responsibilities transferred
to the Enterprise Infrastructure Services Manager who, as of the writing of this report,
also has a dual reporting relationship to both the CIO and the CTO.

Recommendation 4: The CISO should report exclusively to the CIO.

Organizational Change (Turnover and Growth)

Finding 5: Since the hiring of a new CIO in February 2006, the CEO/IT

organization has undergone significant turnover, especially in the
administrative management ranks.

The primary personnel statistics used to measure organizational turnover are
separations (either voluntary or involuntary) and transfers out of CEO/IT into other
agencies/departments. From December 1992 through February 2006 (a period of 13
years), CEO/IT experienced 81 separations or transfers, which averages out to
approximately 0.5 such personnel actions per month. Of those 81 separations, 19 or 23%
were in the administrative management ranks. From March 2006 through January 2010
(a period of almost four years), CEO/IT experienced 53 separations or transfers out of
the department, which averages out to approximately 1.1 such personnel actions per
month. Of the 53 separations or transfers out occurring during this period, 18 or 34%
were in the administrative management ranks.

As noted in the Task I Audit Report, CEOQ/IT has also seen significant growth in the

administrative management ranks. In FY 2005/06, there were 16 Executive or
Administrative Manager (AM) positions throughout CEOQ/IT (8 AM I, 4 AM 1I, and 4
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AM III or AM 1II Special), excluding the CIO. As of the writing of this report, there are
29 Executive or AM positions throughout CEO/IT (9 AM1, 11 AM2, 7AM3 or AM3
Special, and 2 Executives). Of these 29 positions, 22 of the individuals have been hired

into or transferred into their position from elsewhere in the County since September
2006.

Recommendation 5: (a) Ensure formal knowledge transfer procedures are in place
and followed for personnel separations/transfers, (b) Initiate a separation/transfer
interview process for any future separations/transfers, to be conducted by the Human
Resources Department, in order to capture any common challenges/issues, and (c)
Ensure that agency/department customers are always formally notified of relevant
staffing changes (both County and contractor) in a timely fashion.

C. Processes and Procedures

This section evaluates CEO/IT’s formal processes and procedures for managing IT
operations.

Management and Oversight of Countywide IT Activities

As the IT leader in the County, it is expected that CEO/IT has some degree of
management and oversight of Countywide IT activities. The audit team evaluated
CEO/IT’s role as an IT leader in the following three areas:

e Control and Oversight of Countywide IT Expenditures
e IT Governance
e Countywide IT Strategic Planning

Control and Oversight of Countywide IT Expenditures

CEO/IT has budget authority over all projects funded out of Agency 038/Data Systems
Development, which includes both agency/department and CEO/IT-driven projects.
Though CEO/IT does not have formal authority to control spending on
agency/department-funded projects, there is a Board expectation that CEO/IT provides
oversight of Countywide IT expenditures.
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Finding 6: CEO/IT exercises minimal oversight over agency/department IT
spending.

CEO/IT currently oversees agency/department-funded IT project spending through two
mechanisms, one formal and one informal. The first method is the formal review of
agency/department IT projects estimated to cost more than $150K. As part of the
annual budget process, the IT Project Review Board (composed of two CEO/IT staff, the
CEO Budget Director, and four agency/department IT managers) scores all
agency/department IT projects that exceed the $150K threshold that are included in the
agency/department’s budget for the upcoming fiscal year. The IT Project Review Board
scores these projects according to a set of criteria, including risk, return on investment,
and whether the project is mandated. While this process is formally conducted every
year, the results do not directly impact funding for the project, as long as the
agency/department intends to pay for the project out of their own budget. To date,
these scoring results have not been formally reported to the Board of Supervisors or the
public.

The second method of oversight exercised by CEO/IT over agency/department IT
spending is via the submittal of agenda items for approval by the Board of Supervisors.
The CIO and his staff review IT-related items that come before the Board, and their
input contributes to the ultimate concurrence or non-concurrence by the CEO on the
item. The CIO stated that his role in the review of all ASRs is as follows:

e Review all ASRs for IT implications

e Review all ASRs for impact and the possibility of leveraging the contract

e Provide feedback on ASRs that the CIO disagrees with, e.g., Sheriff’s contract for
platform support

e Look for opportunities to leverage master contracts, where possible

e The CIO does not look at ASRs from the perspective of “CEO/IT can provide it”

As illustrated by the statements above, the CIO’s review is focused more on the
contractual elements of ASR items and less on Countywide operational efficiency or
efficacy of ASR items. As noted elsewhere in this report, this somewhat laissez-faire
approach to agency/department IT spending oversight is driven by the CIO’s
interpretation of his role in a decentralized, Federated IT model. Multiple interviews
confirm that this interpretation does not always match the Board’s expectation for
CEO/IT’s level of review.

Overall, as mentioned in the audit’s Task I report, CEO/IT should take a greater role in
the tracking and reporting of Countywide IT expenditures on a regular basis.




PERFORMANCE AUDIT OF CEO/IT — TASKS TIII - V REPORT Final Report

Recommendation 6: (a) Formalize and seek Board support for CEO/IT’s role in the
oversight of Countywide IT activities, which includes the important task of
understanding and opining on agency/department IT spending prior to ASRs being
heard by the Board, and (b) Report IT Project Review Board scoring to the Board of
Supervisors as part of the annual budget process.

IT Governance

Most large local governments oversee their IT investments and initiatives through
interdepartmental participation in “governance” committees. According to a relevant
article from the IT Governance Institute, IT Governance should enable policymakers to:

e Allow the CIO and the IT organization to return business value

e Ensure that the CIO and IT organization does not squander the capital that
[policymakers] provide or invest in bad projects

e Control the CIO and the IT organization

The County’s IT governance structure was established for the purpose of ensuring
agencies/departments a formal mechanism to collaborate and jointly make decisions
regarding Countywide IT issues. As depicted on the following page, governance
groups consist of a number of different stakeholders. The Business Council is made up
of Department Heads or their delegates; the Technology Council is made up of IT
Managers from agencies/departments; and the Technical Groups (e.g., Technical
Advisory Group, Security Working Group) consist of IT Managers and IT subject matter
experts.
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Finding 7 The County’s IT Governance structure and practices require significant

improvement.

The Customer Survey of agency/department executives and IT managers validates this
finding. The chart on the following page shows that when asked to “rate the overall
benefit of the established Countywide IT Governance Model to your
agency/department,” results indicate a clear opportunity for improvement. CEO/IT
should be striving for the Governance Model to be of above average benefit to greater
than 18% of agency/department stakeholders.

4 See Question #11 of the Customer Survey, Appendix A.
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Please rate the overall benefit of the established
Countywide IT Governance Model to your
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The IT Governance structure is not functioning effectively for a variety of reasons.

e First, the structure itself is inefficient. Several groups are composed of many of
the same participants, indicating an opportunity for consolidation. In addition,
some major IT initiatives/projects (e.g., IT Sourcing, eGov) have IT governance
structures separate and apart from the Countywide IT governance structure.

e Second, recommendations from the Technology Council do not necessarily
advance directly to the Business Council, but have, in some instances, funneled
through the CIO’s office. In a Federated IT system, the role of the CIO in an IT
Governance structure should be as a facilitator, not a filter between Business
leaders and IT leaders. The formal decisions and recommendations made by the
Business Council should be reported to the CEO and, where appropriate, the
Board of Supervisors.

e Third, the IT Business Council (a critical Governance group composed of
department heads or their designees) has only met twice since it was created
over two years ago. In the Factual Review for this audit, the CIO stated “in lieu
of the Business Council, Agency Heads have been briefed either directly, or at
Department Head meetings.” This approach does not afford agency/department
business leaders the opportunity to jointly discuss and reach consensus on
important Countywide IT issues in a dedicated forum.

e Fourth, meetings are inconsistently attended by agency/department staff.
Agency/department staff interviewed cited lack of value as one reason why
attendance is sometimes low.
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e Finally, and most concerning, the IT Governance structure has been wholly or
partially bypassed by CEO/IT on several important funding decisions and
Enterprise IT initiatives/projects (e.g., initial Sourcing efforts, use of ISF 289
Retained Earnings) which defeats the purpose of having a Governance structure.
Unfortunately, in the Factual Review for this audit, the CIO stated that use of ISF
289 Retained Earnings (generated from charges to agencies/departments) is not a
Governance issue.

When asked about some of the aforementioned challenges, the CIO acknowledged that
the Governance structure remains “embryonic.”

Recommendation 7: Revise the IT Governance structure to (1) establish a “dotted
line relationship” between the CIO and the Technology Council and between the
CIO and the Business Council